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Security Training

—— INTERACTIVE CYBERSECURITY TRAINING

Security Awareness

Training

That Actually Sticks

PRODUCT DATA SHEET

RansomLeak is an interactive 3D cybersecurity training platform where

employees learn by doing, not watching. Immersive simulations covering

phishing, ransomware, social engineering, Al threats, and regulatory

compliance build lasting behavioral change across your organization.

100+ 4

Interactive Training
Exercises Categories

Training Categories

Security Awareness

Phishing, social engineering, device security, passwords,
workplace safety, and insider threats.

Al& LLM Security

Prompt injection, deepfake attacks, LLM manipulation, and the
OWASP Top 10 for LLMs and Agentic Al.

ransomleak.com - info@ransomleak.com

3D 100%

Immersive SCORM
Simulations Compatible

Privacy & Compliance Frameworks

GDPR, CCPA/CPRA, and HIPAA compliance with hands-on data
protection and breach response drills.

Real-Worild Incidents

Walk through actual breaches including MGM Resorts, BEC
fraud cases, and supply chain attacks.
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Platform Features

O

Interactive 3D Simulations

Employees practice inside realistic scenarios, not passive videos.

Learning by doing builds lasting muscle memory.

JV_

Real-Time Analytics

Track employee progress, identify knowledge gaps, and generate
compliance reports for auditors.

&
SSO&MFA

Enterprise-grade authentication with single sign-on and multi-
factor authentication support.

Technical Specifications
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a

SCORM1.252004

Export exercises as SCORM packages for any LMS. Track
completions, scores, and time spent natively.

o)
[gm)]
Campaign Management

Build custom learning paths, schedule campaigns, and assign
exercises to teams or departments.

¢

Gamiification

Points, badges, and leaderboards drive engagement. Employees
compete and learn at the same time.

DEPLOYMENT LMS INTEGRATION CONTENT
® Cloud-hosted Saa$S platform * Any SCORM-compliant LMS ® 100+ interactive exercises
® SCORM 1.2 / 2004 export ® Cornerstone OnDemand ® Monthly new content releases
® Multi-tenant architecture ® SAP SuccessFactors e Custom content development
® SSO (SAML 2.0, OIDC) e Workday Learning * Multi-language support
® REST APl available * Moodle, Canvas, Docebo ® Branded portal option
Use Cases
Security Awareness Training Compliance Training (GDPR, HIPAA) Phishing Resilience New Hire Onboarding
Incident Response Drills Al Risk Education
Compliance Reporting
SOC 2 1ISO 27001 GDPR NIS2 HIPAA PCI DSS DORA

Reacdy toseeitinaction?

Book a demo or try exercises for free at ransomleak.com
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